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ABSTRACT

This paper presents an overview of Intelligent Video work currently under development at the GE Global Research Center
and other research institutes. The image formation processis discussed in terms of illumination, methods for automatic
camera calibration and lessons learned from machine vision. A variety of approaches for person detection are presented.
Crowd segmentation methods enabling the tracking of individuals through dense environments such as retail and mass
transit sites are discussed. It is shown how signature generation based on gross appearance can be used to reacquire targets
as they leave and enter disjoint fields of view. Camera calibration information is used to further constrain the detection
of people and to synthesize a top-view, which fuses all camera views into a composite representation. It is shown how
site-wide tracking can be performed in this unified framework. Human faces are an important feature as both a biometric
identifier and as a method for determining the focus of attention via head pose estimation. It is shown how automatic pan-
tilt-zoom control; active shape/appearance models and super-resolution methods can be used to enhance the face capture
and analysis problem. A discussion of additional features that can be used for inferring intent is given. These include
body-part motion cues and physiological phenomena such as thermal images of the face.

Keywords: intelligent video, surveillance, camera calibration, person detection, crowd segmentation, site-wide tracking,
person reidentification, face modeling, face super-resolution, deception detection

1. INTRODUCTION

Increasingly, large networks of surveillance cameras are employed to monitor public and private facilities. This continuous
collection of imagery has the potential for tremendous impact on public safety and security. Unfortunately, this poten-
tial is often unrealized since manual monitoring of growingnumbers of video feeds is not feasible. As a consequence,
surveillance video is mostly stored without being viewed and is only used for data-mining and forensic needs. However,
the ability to perform computer-based video analytics is now becoming possible, enabling a proactive approach where
security personnel can be continually appraised of who is onsite, where they are, and what they are doing. Under this new
paradigm, a significantly higher level of security can be achieved through the increased productivity of security officers.

The ultimate goal of intelligent video for security and surveillance is to automatically detect events and situations
that require the attention of security personnel. Augmenting security staff with automatic processing will increase their
efficiency and effectiveness. This is a difficult problem since events of interest are complicated and diverse.

In this paper we present an overview of work we have done for a variety of intelligent video applications. A compre-
hensive solution for automatic surveillance will use theseand other components. Because of the difficulty of the problem,
individual components, such as person detection, tracking, reacquisition, biometric identification, and behavior modeling
each have strengths and weaknesses in different situations. To develop large scale solutions to automatic surveillance, our
approach is to combine a complementary set of algorithms into a system that utilizes the strengths of each component
and balances their weaknesses. This will ultimately provide security personnel with the high-level information that they
require.

Automatic monitoring of people and interpretation their actions from surveillance imagery is a challenging task for
many reasons. The range of appearance of objects such as people and vehicles is large. These objects can occlude
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one another and they exist in highly dynamic environments. However, before these issues can be addressed, the image
formation process itself must be understood. In Section 2, adiscussion of various aspects of illumination and its affects
on site observations is given along with a discussion of lessons learned from the field of machine vision for automated
inspection. The next step is to understand the geometric relationships between the camera and the physical site. This
is defined in terms of calibration information, which is composed of camera position, orientation and focal length. In
Section 3, an automatic approach to camera calibration is given.

Once the image formation process is understood, the task of detecting certain objects of interest can be considered. In
this paper, we focus on the problem of detecting individuals. Recently there has been a wide variety of person detection
mechanisms reported in the literature. We assert that a robust system cannot rely on a single approach to this problem.
In Section 4, methods based on geometric constraints, machine learning, interest operators and assemblies of parts are
presented. As site complexity increases, we cannot expect to observe individuals in isolation. In Section 5, a discussion of
a global approach to crowd segmentation is provided.

Given effective person detection, the tracking of individuals over time can be achieved. Using camera calibration in-
formation, constraints based on person kinematics can be optimally employed and observations from different cameras can
be fused into a single one-world-view enabling site-wide tracking of individuals (see Section 6). However, comprehensive
camera coverage may not always be available, hence person reacquisition strategies based on general appearance must be
developed (see Section 7).

Going beyond the tracking of individuals, an important aspect of site security is the determination of individual identity.
Standard choke-point access control mechanisms are not always feasible. Hence, biometrics at a distance methods must be
developed. One of the few biometrics suitable for this task is face recognition. However, it is well known that the quality
of the captured facial imagery has a large impact on face recognition performance. In Section 8, methods for the optimal
capture and processing of facial imagery at a distance are presented.

The ability to determine individual intent will have a majorimpact on proactive site surveillance. The observable cues
that can be used to address this nascent task include gaze estimation, facial expression, articulated motion and physiological
measurements such as thermal gradient measures of the face.Details regarding these types of measurements are presented
in Section 9. This paper concludes with a discussion of how these and similar technologies can become the corner stone
for our Homeland Protection strategies.

2. ENVIRONMENTAL CONDITIONS

2.1. Site Illumination

The desire today is to deploy video analytics in a wide range of situations and environments, ranging from crowded subways
to open-air environments, but this diversity presents unique challenges to intelligent video on many levels. It is important
to understand the image acquisition process and the lighting variation issues to address these challenges.

The light level in most offices is on the order of 5 times greater than what might be experienced in a more industrial
setting or a subway station. But even the office environment is dark compared to outdoor lighting on even an overcast day,
which can be more than an order of magnitude above indoor light levels. Direct sunlight coming in a window can be up to
three orders of magnitude (1000) times brighter than typical indoor lighting alone.1 Moreover, the very nature of how many
public areas are lit, using skylights, large floor to ceilingwindows, and indirect overhead lights poses many challenges.

Direct sunlight can create shadows that may hide or enhance certain features, whereas diffuse light from a cloudy sky
can make skin that is wrinkled look smooth. Light reflected from a nearby object can put a feature on a face that is not
there at all, perhaps a thin line of bright glare that appearsto be a scar. People are adept at interpreting these phenomena;
the same is not always true for machines.

2.2. Lessons from Machine Vision and Industrial Inspection

We have seen this difference in human versus video perception in the application of machine vision technology to industrial
inspection problems.2 In that situation, we attempt to control the lighting, usinga low angle directional light to bring out
surface pitting or machining marks, or a diffuse in-line light to make surface irregularities disappear so that we can locate
a hole on the surface. We have developed a whole science around creating the right lighting in machine vision3–7 to make
the analysis of the image data as simple as possible. Unfortunately, such methods are rarely practical in security situations.



Figure 1. Autocalibration. A visualization of our camera autocalibration approach. Based on detecting and tracking observations of
people, the system can calibrate itself automatically, which enables the estimation of 3D scene properties such as target size, target
velocity, and distance between individuals. Furthermore it improves the performance of tracking and crowd segmentation algorithms.

Some control over direct sunlight can (and should) be imposed by means of curtains, baffles (portable walls), and the
like in some situations such as security check points. However, a person with a shiny plastic bag or raincoat might still
direct glare in directions not expected. Early problems encountered in machine vision include the change in the angle of
sunlight at different seasons as well as the presence of an operator or inspector wearing a white lab coat. Our eyes are so
indifferent to changes in light levels and local hot spots sothat we do not even see these variations. But a video camera can
be overwhelmed by a four-fold increase in light, and processing algorithms may be deceived by a well defined shadow.

One method that has been explored by both the industrial inspection area as well as some security applications is the
use of some degree of three-dimensional data. In industrialinspection, the prominent method to obtain 3D data is to use
some form of structured light.8–10 Light is projected on a part, often in the form of parallel lines of bright and dark areas.
Viewing these lines on the part from some other angle allows the use of triangulation on the perceived shape of the lines to
infer the shape of the surface. This structured light approach may be usable in some security situation working in the near
IR region of the spectrum where people would not see it. But otherwise, highly controlled structured light may again be
difficult to use in the wider application of intelligent video applications. Alternatively, the shape-from-X approaches, such
as,11 can be employed in a passive manner given sufficient geometric knowledge of the imaging conditions.

3. CAMERA CALIBRATION

In order to apply intelligent video processing over a large collection of cameras, the cameras must be calibrated. The
process of camera calibration in general refers to the estimation of a camera’s internal (e.g., focal length, aspect ratio,
principal point) and external (e.g., location, orientation) parameters. In the context of visual surveillance and content
extraction from video, knowledge about a camera’s internaland external parameters is useful, as it allows a connection
between image and world measurements to be established.12 To enable convenient calibration, we recently developed a
very powerful and robust autocalibration approach13,14 that uses observations of people to perform the calibration.

Camera calibration in general is a challenging task to perform, as it either requires direct access to the sensor or
extensive knowledge of the scene geometry.15–17 In contrast, camera autocalibration approaches18–20exchange knowledge
about scene geometry for knowledge of the camera motion or specific scene content. There is also an array of intermediate
methods,21–24and it is in this category that our approach falls. The advantage of our method over existing work is that it is
based on a Bayesian analysis of foot and head location measurements extracted from detections and tracks of people (see
Figure 1). Through Bayesian analysis and the use of the recently discovered foot to head homology parameterization of
the problem, our approach is able to tackle large amounts of noise and errors in the measurements while still being able to
obtain accurate calibration estimates.



4. PERSON DETECTION

In surveillance applications we are primarily concerned with monitoring people as they move about a site, so detection of
people in video streams is of primary importance for an intelligent video surveillance system. As discussed in Section 2,
automated image analysis is a difficult problem, and detecting people in images is no exception. The appearance of people
in unconstrained images varies greatly: people appear in different poses, they are often partially occluded, the lighting is
different, etc. A number of approaches for person detectionhave been proposed in the literature, and we will outline some
of them below.

4.1. Background subtraction

Background subtraction25–27 is the most commonly used approach for object detection whenthe video camera is static.
In this approach, the system builds a model (called the background model) of what the scene looks like, and whenever a
pixel does not match this model, it is flagged as foreground (belonging to some object). The background model could be
as simple as a static image of the scene when it is known that there are no people around. Practical solutions, however, use
more complex models, and update them over time to allow for variations in the scene due to lighting, etc. The foreground
pixels so detected form groups of “pixel blobs” corresponding to foreground objects, which may be people, other objects,
or noise.28 Further analysis using size, aspect ratio, etc., classifiesthe blobs into person or non-person.

When the camera is calibrated, the scene geometry can also be used in detecting people from the foreground pixels. In
one approach,29 we enumerate all possible person locations consistent withthe geometry, and classify as a person those
locations with sufficient support from the foreground pixels. Here, the scene geometry severely constrains the size and
locations of putative windows containing a person, allowing the algorithm to run in real-time.

4.2. Motion segmentation

When the background pixels are constantly changing, it is difficult to maintain a good background model to apply back-
ground subtraction. This occurs, for example, when the camera is mounted on a moving platform, or when the background
is extremely dynamic, such as in a traffic scene. The most common approach in this case is frame differencing.30,31 Here,
one takes two video frames that are separated by some fixed time (one second, for example), compensates for the overall
camera motion using frame-to-frame registration, and subtracts the two frames. The idea is that the non-moving pixels in
the two frame pixels will cancel each other out (because of the camera motion compensation), and thus large differences
correspond to moving objects, which can be flagged as foreground pixels. However, the foreground pixels from frame
differencing are far noisier than those from background subtraction. For example, with frame differencing often only the
leading and trailing edge of an object is detected; and thereare “ghost” pixels and objects. Compared to background
subtraction, frame differencing requires far more complexanalysis to obtain reasonable detections,30 or requires support
from higher-level processes.32

A different approach to motion segmentation is to detect interest points on a frame and track those points across frames,
thus computing temporal trajectories for the points. The concept is that interest points that fall on a single object will have
similar trajectories, and so that grouping the trajectories segments and groups the interest points into different objects.33–35

4.3. Single image person detection

Instead of relying on temporal cues, one can also attempt to detect people in a single image. This is far more difficult and
computationally intensive, since it requires strong models describing how people appear in images. One advantage of such
algorithms is that they tend to be easier to tune to a particular scene, and are generally more robust to the changes in the so-
called nuisance parameters (lighting, color of clothing, and so on). The fact that this class of algorithms does not directly
utilize temporal information can be an advantage: the algorithms can be directly applied to moving platforms, pan-tilt-
zoom cameras, and highly dynamic scenes, without complex modeling of camera motion and pixel variation. Furthermore,
it is relatively easy to add temporal consistency checks on top of the detection algorithms. For example, one could ensure
that if there is a detection on one frame, a detection also occurs in roughly the same place on the next frame.

The single image detection approaches can be categorized into two broad groups: monolithic detection, where the
entire person is detected; and parts-based detection, where the presence of a person is inferred by detecting constituent
parts.



4.3.1. Monolithic detection

Broadly, the goal of monolithic detection is to analyze the pixels in a window occupied by a person to generate a feature
vector which is different from that which would be generatedhad the pixels not been occupied by a person. To be invariant
to many of the nuisance parameters, these features try to encode the overall shape of the object within a hypothesized
detection window. The feature space is designed to be rich enough that the feature vectors generated by a detection
window containing a person (in any acceptable pose) is different enough from those generated by a detection window
not containing a person, that a classifier can then be trainedto distinguish person from non-person. Detecting people is
achieved by iterating over all possible detection windows,testing for the presence or absence of a person.

Some specific approaches to monolithic person detection include matching silhouette templates to image edges36 and
using dynamic point distribution models.37 A recent, highly successful approach38 has been to use histogram of gradients
(HoG) over the detection window to generate the feature space, and use a Support Vector Machine39 (SVM) to classify the
features. HoG features and a cascade of classifiers has also been used to obtain real-time person detection with excellent
detection performance.40

4.3.2. Parts-based detection

In contrast to monolithic detection, parts-based detection uses a set of detectors, with each detector being tuned to a
particular body part.41 This implies a detector for heads, for torsos, for arms, and so on. The idea is that although the body
as a whole has a large number of poses, each individual part has far fewer valid poses. For example, the torso could be
described by a rectangular blob regardless of whether the person is standing, running, jumping, bending over, and so on.
Each part detector is simpler and more robust than a whole body detector because of the reduced variation.

Given a set of body part detectors, a constellation model encodes the constraints between the locations of these parts.
For example, the legs generally appear below the torso, but not too far below. The constellation model is often a proba-
bilistic model to allow for noise in the image and errors in the part detectors. The model parameters are learned from a
set of training images containing people in various poses. The person detection process is then based on running the part
detectors over the whole image, and using the constellationmodel to evaluate which subset of detections are in a config-
uration that could reasonably arise from a single person. Anadvantage of the parts-based approach over the monolithic
detection is that it can be more robust to partial occlusions, provided the high-level constellation model is able to reason
about occlusions and missing parts.

Instead of developing specific detectors for the various constituent parts, an alternative is to also learn the parts.42

The concept here is to run a series of interest operators, andlearn where they tend to fire relative to the center of a
detection window. This is used to estimate both the probability of a particular operator appearing at a particular location
when there is a person in the detection window, and the probability of it appearing when a person is not in the detection
window. By combining these probabilities for multiple interest points, one can derive a probability that a person is in the
detection window and a probability that a person is not in thedetection window. A thresholded likelihood ratio of these
two probabilities is then a person detector.

4.3.3. Machine learning

Both monolithic and parts-based detection rely heavily on learning the parameters of the classifiers that provide the de-
tections. There is a large body of work on machine learning for computer vision,43,44 and much of it has been applied
to person detection, and more generally, to object detection. Some of the more common approaches are: support vector
machines, neural networks, cascaded classifiers, and AdaBoost.

Support vector machines are the basis for an approach to solve a non-linear classification problems by lifting the feature
vectors into a higher-dimensional space such that the classification in the new space is linear. The approach is so-named
because the feature vectors along the boundary are the “support vectors” that are used to define the boundary; the classifier
is defined entirely by the support vectors and the lifting function.

Neural networks attempt to approximate the classification function through a series of layers, where the output of each
node in a given layer is a non-linear function applied to a weighted sum of the nodes in the previous layer. Neural networks
have been successfully applied to a variety of problems. Themain difficulty in neural networks is in choosing the number
of layers and the number of nodes in each layer.



Image Features Potential Groupings Segmentation

Figure 2. Image Features, Groupings, and Segmentation.The feature extraction, the set of possible groupings, and segmentation
results are shown for one example image. A standard probabilistic background model was used to segment the image foreground. The
set of image features illustrates that each feature is labeled as being at thetop side or bottom of a person. The set of groupings illustrates
that there may be a large set of possible groupings. The segmentation onthe right shows the final segmentation.

A cascade of classifiers is a binary tree of classifiers such that each lower-level node improves upon the decision made
on the path above it. The tree is often not balanced, giving the ability to quickly reject false hypothesis at the high-level
nodes.

A cascade combines classifiers using only their decisions: the decision output of the classifier at each node is used to
follow one of the two paths. In contrast, AdaBoost is a technique for combining directly the responses of multiple weak
classifiers into a single, strong classifier. The strong classifier response is a weighted combination of the weak classifier
responses that gives the best classification rate. The AdaBoost algorithm (“boosting”) is an efficient way of determining
these weights by considering the relative strengths of one weak classifier over another. Unlike a cascade, each weak
classifier output is used every time to generate the strong classifier output.

5. CROWD SEGMENTATION

Although sophisticated person detectors such those previously described have been developed, they usually assume that
people are well separated. A segmentation of the scene into individuals must be performed so that crowd activity can be
characterized and disorderly events identified. Previous works such as45 have used mechanisms such as head detectors
to segment crowds, but these approaches tend to fail when thefeatures cannot be directly observed. Another approach is
to perform local feature grouping. Two examples of this method are Song et al.46 and Mikolajczyk et al.41 Since these
methods do not consider all the data simultaneously, difficulties can occur when there is high ambiguity associated with
the local context, such as in the center of dense crowds. For this reason, a global optimization may be desirable. Elgammal
et al.47 assumed prior knowledge regarding the number of people and their appearance, and used exhaustive local search to
find the solution. Zhao et al.48 made no assumptions about the people in the scene, and used Markov Chain Monte Carlo
(MCMC), a form of random search, to perform their optimization, a process that is computationally expensive and sensitive
to initialization. In our approach,49,50 crowd segmentation is achieved using a variant of Expectation Maximization. The
approach is efficient, insensitive to initialization, and requires no prior knowledge regarding the number of people inthe
scene. It operates in real-time in fixed camera CCTV surveillance systems.

Our crowd segmentation algorithm starts with a set of segmented foreground patches defined by the silhouette of the
crowd. For each foreground patch, a set of local image features based on the outline of the silhouette are extracted. An
accurate segmentation of individuals is achieved by grouping the image features corresponding to each individual. The
first step in this process is to hypothesize all possible groupings, using knowledge of the camera geometry and the potential
shape of people facilitates as constraints. Initially, a given image feature may be assigned to multiple groupings. An
algorithm based on expectation maximization (EM) is used tofind the optimal assignment of each image feature to at most



Figure 3. Challenges.Varying scale, clutter, shadows, as well as partial occlusion make theseexamples particularly challenging. Note
that the algorithm generates plausible results.

one grouping. The final segmentation is based on the groupings that have a significant number of assignments. Figure 2
illustrates this process and Figure 3 shows a number of example results.

6. SITE-WIDE TRACKING

Now that we have established methods for jointly calibrating a set of cameras, and can detect persons in video, our next
step is person tracking. In this section we will describe thebasic problem of person tracking, and approaches that we and
others have developed to solve this problem. For now, we willfocus on tracking a person who is continuously visible
through a set of networked cameras. In the next section we will discuss an approach to handle gaps in coverage.

Many tracking systems, most notably template based approaches, separate the tracking problem into two tasks: track
initialization followed by a track update step that involvelocal search in the prediction gate of the tracks. In contrast, many
traditional tracking systems outside of the computer vision community, due to the nature of the sensors used, separate
the tracking problem into three steps: detection, data association and track state update. In such approaches, tracks only
utilize the data that is associated to them to update their internal state. The robust detection of targets is necessary for such
traditional tracking approaches to succeed. The recent progress in the real-time detection of faces51 and people38 as well
as the robust detection of people in crowded scenes42,48,50have facilitated the use of such traditional tracking approaches.
One such system is outlined in,29 where a fast person and object detection algorithm suppliesa tracking module with a list
of detections at every frame. The detections contain information about the class of the target (e.g., ’person’, ’object’ etc.),
its location and location uncertainty in the image. In addition, the detector provides sufficient information to (i) project the
location information onto the ground plane and (ii) to recover information about the physical height and width of targets.
An approach to do this is outlined in,13 where a person detector supplies bounding boxes for people in the image, based
on which foot and head location estimates are obtained. Thisinformation, in conjunction with the metric projection matrix
of the camera can be used to project the location onto the ground plane as well as to obtain the physical dimensions for
each detection. This approach works well when people occur in isolation, but breaks down in situations where people
occur in groups or are only partially visible in the image (due to the image borders). This is a major challenge for many
practical applications. Hence, in the approach outlined in29 detections are projected into the ground plane and supplied
to a centralized tracker that processes the locations of these detections from one or more camera views. At this stage the
tracking of extended targets in the imagery has been reducedto tracking 2D point locations in the ground plane, which can
be performed very efficiently. Detections are processed by the following stages:

Track Prediction - The location for each track is predicted forward in time according to its current state and its
dynamical model. The time stamp of the currently processed detection batch determines how far forward in time the
prediction is performed.

Data Association- Each track in the set of currently active tracks is assignedto at most one detection using the Munkres
algorithm.52 The distance between tracks and detections is measured using the Mahalanobis distance where the covariance
given by the sum of the current track gate, the uncertainty ofthe detection and a base uncertainty. The Munkres algorithm



Figure 4. Tracker. Example of a tracking system tracking multiple targets from multiple views (from29). The right images show virtual
top-down views of the site activity.

obtains the optimal assignment between tracks and detections under this distance measure. Tracks that are too far away
from their assigned detections are considered to be non-associated. The success of this general nearest neighbor approach
to tracking53 depends on the performance of the detector and the clutter probability. More sophisticated approaches such
JPDAF or MHT can also be utilized.

Track Update - After association, tracks are updated according to their assigned observations. If a track was assigned
to any observation, the update step is performed with a virtual observation that has infinite uncertainty, amounting to an
update that does not correct the predicted location but increases the uncertainty of the state estimate. Track states are
maintained using extended Kalman filters with suitable dynamical models (e.g., a constant velocity turn model described
in53).

Track Maintenance - Tracks are marked for deletion if the state uncertainty becomes too large, if the track goes out
of view (of the entire camera network) or if it has not been associated with a detection within a certain time window. Upon
deletion, a determination is made as to whether the track wasa false alarm, based on several criteria involving the lifetime
of the track and its motion pattern.

Track Formation - Each detection that is not associated with an existing track leads to the formation of a new track
if its spatial dimensions (height, width) passes a number oftests designed to limit the number of spurious tracks that are
created. Steps are in place for detecting and patching ‘ghosts’ in the foreground image, created by targets that have been
assimilated or initialized into the background.

The above described tracking system constitutes a generalized nearest neighbor tracker.53 It is computationally very
efficient and hence suited for tracking a large number of targets in many camera views simultaneously. If accurate and
persistent target tracking (even in dense groups and crowds) is desired, more sophisticated and computationally more
expensive approaches such as JPDAF,54 MHT55 or Bayesian multi-target trackers56 can be employed.

Figure 4 shows the tracker in operation on sequence S1 of the PETS 2006 dataset. The tracker deals well with isolated
targets as well as with crowds. It should be stressed that theavailability of multiple calibrated camera views helps greatly
in constraining the target tracking process in this work.



7. PERSON REIDENTIFICATION

In the previous section we considered the problem of person tracking when the subject is continuously within the coverage
region of a network of cameras. When subjects move in and out ofthe coverage region, or move between camera coverage
regions we will generate disconnected tracks. In this section we consider the person reacquisition problem, which is tolink
those disconnected tracks based on the appearance of the subject.

Many applications require the ability to reidentify an individual across multiple disjoint fields of view. Among the
approaches that use passive biometrics such as face57 and gait,58 here we focus on reidentification algorithms that rely
on the overall appearance of the individual. An appearance-based algorithm must deal with several challenges such as:
different camera angles and illumination conditions, variation in pose and the rapidly changing appearance of loose or
wrinkled clothing. However, we make the standard assumption that individuals do not change their clothing between
sightings. This is reasonable for many applications such asairport and subway surveillance. In such scenarios, temporal
reasoning and spatial layout of the different cameras can beused for pruning the set of candidate matches.

Several approaches have been proposed where invariant signatures based on the global appearance of an individual
are compared. In59 a color histogram of the region below the face (found by a facedetector) serves as the signature for
comparison. See60 for a related approach using clothing color descriptors. Recently, the brightness transfer functions be-
tween different cameras have been used to track individualsover multiple non-overlapping cameras.61,62 It has been shown
that the brightness transfer functions lie in a low-dimensional subspace, and can be learned using a set of corresponding
calibration objects.62 Reidentification is then achieved by comparing the adjustedcolor histograms.

In contrast to the global appearance based methods previously discussed, recent advances in object recognition have
demonstrated that comparing multiple local signatures canbe effective in exploiting spatial relationships and achieving
some robustness with respect to variations in appearance.63,64 The key to this methodology is the ability to establish
correspondences between objects. Two approaches that are successful in this regard are interest point operators64,65 and
model fitting.66

There are two aspects to the person reidentification problem. First, one needs to establish correspondences, i.e., deter-
mine which parts of one image should be compared to which parts in the second image. Second, one needs to generate
invariant signatures for comparing the corresponding parts. In67 it is shown that dealing with this two issues leads to
improved person reidentification, also because the appearance variation due to articulation is inherently addressed.

7.1. Interest Operator and Model Fitting Reidentification

In this section we give an overview of,67 where two person reidentification approaches are presented. The first one uses
interest operators, whereas the other one exploits model fitting, for establishing spatial correspondences between individu-
als.

The first approach has to deal with the problem that the responses of many interest point operators will not persist
over extended periods of time due to the dynamic nature of theappearance of a person.68 This issue is addressed by
using an operator that generates a large number of responsesin regions with high information content, thus increasing
the probability of establishing true correspondences between images of the same individual. The Hessian affine invariant
operator68 is used for this purpose. Signature matching is used to establish correspondences between two sets of interest
points. A match score is computed based on the cardinality ofthe final set of correspondences.

In contrast to the interest point operator approach which generates a large number of potential correspondences, model-
based algorithms establish a mapping from one individual toanother. In67 a decomposable triangulated graph69,70 is used
to model the articulated shape of a person. A dynamic-programming algorithm is used to fit the model to the image of the
person.69,70 Model fitting localizes different body parts such as arms, torso, legs and head, thus facilitating the comparison
of appearance and structure between corresponding body parts.

We now describe how the invariant signatures for comparing different regions are generated by combining color and
structural information. The color information is capturedby histograms based on hue and saturation. Some invariance to
differences in ambient illumination is achieved via normalization. Unlike most rigid objects, the structural appearance of
loose fitting or wrinkled clothing on perambulating individuals is highly dynamic. Hence, the application of a traditional
edge operator71 will produce many spurious edges corresponding to wrinklesand folds in clothing. To address this issue, a
spatio-temporal segmentation algorithm that generates salient edgel information is applied to the imagery. The watershed



Figure 5. Person reidentification. The left and right groups show the top ten matches to six query images using the model-based
algorithm. The query image is shown in the left column, and the remaining columns are the top matches ordered from left to right. A
box is used to highlight when a match corresponds to query. Third row ofthe left group shows an example where the correct match is
not present in the top ten matches.

algorithm is used to generate an over-segmentation of each frame. A spatio-temporal graph is then generated by treating
each region as a node and placing edges between spatially andtemporally adjacent regions. A graph partitioning algorithm
that models each cluster as a minimum spanning tree is then used to generate salient edgels corresponding to the boundaries
of each type of clothing. Finally, the region signatures arethen augmented with local histograms of these salient edgels.
Figure 7.1 shows some matching results for the model-based approach.

8. FACE SHAPE MODELING AND SUPER-RESOLUTION

For many real-world law enforcement surveillance applications, automatic face recognition at a significant standoff distance
is highly desirable. Certainly, in the type of comprehensive automatic surveillance system we are considering here, it
would be beneficial to determine the real identity of trackedindividuals, and to compare them against a given watch-lists.
However, the performance of existing face recognition systems is often inadequate at surveillance distances, primarily
due to the low-resolution of the subject probe images.72 This section describes methods that we have developed to apply
multi-frame image super-resolution to video of faces to improve the accuracy and extend the range of commercial face
recognition systems. In our initial work in this area, we have shown that even combining multiple facial images through
registered averaging followed by restoration with a Wienerfilter can improve the performance of face recognition from
low-resolution video.73

Image super-resolution is the process of using multiple images or video frames of the same object or scene to estimate
one image of superior resolution.74–78 Quality improvement can come from noise reduction through averaging, deblurring,
and de-aliasing. The image formation process, including face motion, camera Point Spread Function (PSF), and sampling,
is modeled for each frame. Finding the super-resolved imagethat is consistent with each of the input video frames is then
a matter of solving a constrained optimization problem.

A prerequisite to super-resolution is accurate image registration. In general it is best to use a registration formulation
that can accurately model the actual frame-to-frame motion, with no additional freedom. With this in mind we use an Active
Appearance Model79,80 (AAM) for face registration. The AAM is designed specifically for the shape and appearance of
the face. Previous work in face super-resolution has used optical flow for registration,81 or shift-only registration.82 Optical
flow can certainly model facial motion, but it is computationally complex and its generality brings the risk of over-fitting.
Other face super-resolution results by Baker82 are quite impressive, but much of power of this approach comes from the
prior model of facial appearance. This brings the risk of hallucinating, i.e., reconstructing visible facial featuresnot justified
by the actual data.

An important feature of our overall approach is the face-specific methods used for frame registration, and the data-
driven methods used for super-resolution, to avoid reconstructing features not justified by the data. Since our intended
application is forensic analysis, we must be careful to not introduce additional information through aggressive use ofa
prior model of facial appearance during super-resolution processing. In the remainder of this section, we will go into more
detail on the face registration and super-resolution process and show some example results.



Figure 6. Face shape fitting.Faces from 8 consecutive video frames and the fitted AAM shape model.The appearance part of the
model is not shown.

8.1. Active Appearance Model

An Active Appearance Model applied to faces is a two-stage model of both facial shape and appearance designed to fit
the faces of different persons at different orientations. The shape model describes the distribution of the locations of a
set of landmark points. The 33 feature points used in this work can be seen as the triangle vertices in the fitting example
of Figure 6. The shape model is trained using a set of about 500images from the Notre Dame Biometrics database
Collection D83,84 on which the feature point locations were found manually. Principle Components Analysis (PCA) and
training data are used to reduce the dimensionality of the shape space while capturing the major modes of variation across
the training set population.

The AAM shape model includes a mean face shape that is the average of all face shapes in the training set and a set of
eigenvectors. The mean face shape is the canonical shape andis used as the frame of reference for the AAM appearance
model. Each training set image is warped to this frame of reference, so that all faces are normalized as if they had the same
shape. With shape variation now removed, the variation in appearance of the faces is modeled in this second stage, again
using PCA to select a set of appearance eigenvectors for dimensionality reduction.

The complete trained AAM can produce face images that vary continuously over appearance and shape. For our frame-
to-frame registration purposes, the AAM is fit to a new face asit appears in a video frame. This is accomplished by solving
for the face shape and appearance parameters (eigen-coefficients) such that the model-generated face matches the face in
the video frame using the Simultaneous Inverse Compositional (SIC) algorithm.80 Figure 6 shows an example of AAM
fitting results for video frames. The AAM used in this work85 has two significant additional features: it is multi-resolution
so the AAM appearance model resolution is kept close to the actual video frame resolution; and the model is iteratively
refined during training, significantly reducing fitting timeand making fitting more robust to initialization.

The AAM provides the registration needed to align the face across the video frames. The landmark positions are the
vertices of 49 triangles over the face as seen in Figure 6. Theregistration of the face between any two frames is then
a piecewise affine transformation, with an affine transformation for each triangle defined by the corresponding triangle
vertices.

8.2. Multi-Frame Super-Resolution

To super-resolve faces, we adapt the robust method of Farsiuet al.86 which models the image formation process and does
not rely on a facial image prior, thus avoiding hallucination.82 As is typically done for super-resolution methods, we will
describe the algorithm using standard notation from linearalgebra, assuming each image has all of its pixel values in a
vector. In the actual implementation, the solution processis carried out with more practical operations on 2D pixel arrays.

The super-resolution process uses an image formation modelrelating each of the input frames to an unknown super-
resolved image, which has about twice the pixel resolution of the input frames. The image formation process accounts for
the face motion using the AAM, camera blur, and detector sampling. This model maps the unknown super-resolved image
to generate images that match each of the input images. The difference between any input image and the corresponding



(a) Original Video Frame (c) Super-Resolution(b) Wiener Filter

Figure 7. Super-resolution.Example original video frames (a), Wiener filter results (b), and super-resolution results (c) with enlarged
views of the left eye. Only the facial region is enhanced in (c); the background is taken from a single input frame. The Wiener filter
results in (b) show considerable amplification of interlacing artifacts.

generated image indicates how consistent the super-resolved image is with that image. A steepest descent optimization
then finds the super-resolved image that is simultaneously consistent with all of the input images.

When the observed video is color, super-resolution processing is applied to the luminance component only. The initial
image is converted to the NTSC color space (YIQ), and the luminance (Y) component is computed for all input frames.
The super-resolved luminance result is combined with the chrominance components from the initial image. In practice, we
have found this to yield good results, without color distortion, and feel it is justified considering the eye’s limited sensitivity
to resolution in the chrominance components.

To solve for the super-resolution image, it is first set to an initial image generated by warping and averaging each
frame. Then, as is done in86 for ordinary non-facial images, a steepest descent search using the analytic gradient of the
cost function with a fixed number of iterations is used. Only the face region is registered by the AAM, so the background
region of the reconstructed image has no data constraints. Since it is initialized to a reasonable starting point, this causes no
problems. After optimization, the background region is replaced by blending the super-resolved face with the background
from a single input frame. Figure 7 shows example super-resolved faces from a PTZ surveillance video camera.

9. DETERMINATION OF INTENT

Every day, hundreds of thousands of people pass through airport security checkpoints, border crossing stations, or other
security checks. Through countless interactions, security professionals must ferret out high-risk individuals who represent



a danger to other citizens. During each interaction, the security professional must decide whether the individual is being
forthright or deceptive. This task is difficult because of the limits of human vigilance and perception and the small per-
centage of individuals who actually have hostile intent. Security personnel cannot halt the flow of people and material
to extensively gauge the truthfulness of every interaction, so homeland protection would greatly benefit from automatic
techniques to identify deception and ill intent.

An ideal homeland protection system should be able to detectill intent as early as possible in order to enable proactive
action by security professionals. This means that we shouldseek approaches that are effective in unconstrained settings,
require no subject cooperation, and work at a standoff distance, which is a tall order. On the other hand, one could think
of integrating several capabilities, and determine the intent of a person by fusing the information coming from a pool
of sensors/subsystems. For instance, millimeter wave sensors have been developed to detect person-borne weapons, or
explosives,87 and other sensors have been developed to detect chemical, biological, and radiological/nuclear weapons.
Among all the sensors, if there was one that could analyze thetemporal variation of the emotional status of individuals,
one would be able to tell whether the analyzed subject is deceptive, and therefore dangerous.

The classical approach to deception detection is achieved through the temporal analysis of vital signs acquired duringa
confrontation session. This is the polygraph test, which aims at performing a micro behavior analysis of the subject. Ithas
the main disadvantage of being an invasive technique, and requiring a controlled environment. The former disadvantage
could be removed if it was possible to acquire the vital signswith a wireless sensor. It turns out that this is possible by
means of a thermal camera, and in Section 9.1 we are going to describe this promising approach.

Automated ill intent detection can also be achieved by meansof a variety of potential behavioral indicators of deception.
For example, it has been shown that the analysis of micro-momentary facial expressions can reveal emotions, and in
particular deception.88 Although this is a non-invasive technique which requires a less constrained environment, it is not
the most flexible in that it requires the analysis of unobstructed, high-quality video of the face. Rather then examiningmicro
behavior, from video it is easier to analyze macro behavior,which also requires less subject cooperation. For instance, by
analyzing the video of the interview of a criminal suspect for movement patterns, and comparing it to known deceptive and
truthful subjects, one could potentially gain insight intothe honesty of the person. We are going to articulate more about
this approach in Section 9.2.

9.1. Thermal Imaging for Deception Detection

It has been shown by Pavlidis89 that the analysis of thermal video of the face of an individual allows extraction of a
physiological signature directly associated with his/herstress levels. This physiological response could be considered part
of the “fight or flight” syndrome triggered by the autonomic nervous system, whereby blood redistributes peripherally
towards musculoskeletal tissue. Experimentation has demonstrated that during stress produced by startle stimuli in the lab,
subjects exhibited elevated blood perfusion in the orbitalmuscle area (called periorbital region), which resulted inlocalized
elevated temperature. Such a heat signature can be capturedby a highly sensitive thermal imaging system and analyzed
using pattern recognition methods. Based on this principle, Pavlidis has developed an imaging system for quantifying
stress during polygraph examinations. A comparison between this and the traditional polygraph techniques, performed
by the Department of Defense Polygraph Institute, has laterrevealed that the accuracy of the two modalities is equivalent
(around 80%).

Recent developments by Pavlidis have shown that through theuse of sophisticated computer vision algorithms, it is
possible to maintain good performance while releasing manyof the environmental assumptions previously applied. More
precisely, the improved system takes advantage of an accurate tracker to detect, follow and extract the periorbital region of
the face of the individual under examination. This important feature allows the subject to move naturally, provided that he
stays in front of the thermal camera. Also, an ad-hoc designed segmentation algorithm allows to extract the right subpart
of the periorbital region that is then used to compute the thermal signature. The main advantage of this technique is thatit
is non-invasive, and coupled with sophisticated computer vision and pattern recognition algorithms, holds the promise of
performing ill intent detection at a distance in uncontrolled scenarios.

Figure 8 shows the thermal pattern change in the periorbitalregion of two subjects undergoing a sustained stress
test, where the subjects were asked to compute a series of subtractions. The temperature increase is consistently visible
regardless of the subject, and is caused by the positive gradient of superficial blood perfusion, that in the periorbitalregion
is very noticeable due to the high concentration of superficial blood vessels.



Figure 8. Thermal patterns. The left and right groups of thermal images show the facial thermal patterns of two subjects performing a
sustained stress test. For each group the left image was taken before starting the test, whereas the right image was taken towards the end
of the test. The rectangle highlights the periorbital region. The images wereacquired by the ATHEMOS system.90

9.2. Movements and Behavioral Patterns

In91 the authors describe a behavioral approach to deception detection, which is appealing because it can be used unob-
trusively without the cooperation of the subject. The idea is to extract a set of features from head and hands movements
in video, and infer deception or truthfulness from them. Such a system could potentially have great impact in augmenting
human abilities to assess credibility.

This approach, which is based on the automatic analysis of gesture from video, is motivated by the fact that researchers
have found that deceivers, in an attempt to retain credibility and deflect suspicion, express patterns of atypical behavior.91 It
has been observed that deceivers often suppress the normal gestures that accompany interaction and appear over-controlled.
Moreover, when they do move, the movement tends to be abrupt.Truthful subjects, on the other hand, maintain more
smooth and congruent presentations. The discrepancies between the signatures of features extracted from movement on
video can be quite telling.91

Similarly to gesture analysis, gaze and gait analysis92 could be used to augment the behavioral pattern description.
From the computer vision point of view, the most difficult problem would be to extract particular configurations of gaze
direction, gait, and gesture. In order to extract all this information in a robust manner, an articulated person model could
be fit to image measurements, similar to what has been described in Section 7 to extract person descriptors. The temporal
variation of such model would then enable the extraction of proper signatures that could subsequently be analyzed using
pattern recognition techniques.43

10. CONCLUSIONS

The previous sections are evidence of the progress that has been made in the field of intelligent video. However, from a
homeland protection point of view, significant adoption of these technologies has yet to occur. The question that must be
addressed is how and when will truly intelligent surveillance systems arrive? Some predict that intelligent video willsoon
be reduced to a commodity technology, with algorithms such as person detection and face recognition directly embedded
on many surveillance cameras and that this will be the trigger needed for wide scale acceptance of intelligent video. From
a network bandwidth and cost perspective, embedding is certainly a very attractive option. However these capabilitiesare
just tools and in isolation may not have the power needed to address the complex demands of homeland protection.

For homeland protection, and for many other domains, it is desirable to be able to easily deploy intelligent video systems
that do not require adaptation to specific sites or scenarios. This approach may be successful for a number of constrained
applications, however we assert that it is still too early for universal adoption of this strategy. A major challenge is to
achieve a state where algorithms degrade gracefully and do not become overwhelmed by circumstances not anticipated
by system developers. Systems must be able to capitalize on what can be done and compensate for what can’t be done.
This requires a comprehensive evolutionary system of systems approach which can adapt to challenging, unanticipated site
conditions and ever changing user needs. In this paper we have outlined a number of intelligent video sub-systems that we
believe will contribute to the foundation of such a system.
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